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Notice on prohibition of third-party tuition fee payment

and use of unofficial or private financial institutions

private currency exchange services, or unofficial payment/remittance agencies etc

1. Current status

o Recently, cases have been reported in which students’ virtual accounts have been misused for voice phishing crimes when
tuition was paid through private currency exchange services, or unofficial payment/remittance agencies, or acquaintances.

o If a student’s virtual account gets involved in criminal activity regardless of the student’s intention, this may result in
suspension of transactions on the university's tuition account, investigations by law enforcement authorities, and other
serious legal issues.

2. Examples of potential voice phishing crimes related to tuition fee payments

e Student: Provides virtual account number information and transfers money to a private currency exchange office or unofficial
financial institution.
v
e Unofficial or private service provider: Fails to deposit the money into the tuition fee virtual account or uses the account for
illegal transactions.
v
e Voice phishing funds: May be transferred directly by victims or routed through multiple intermediary accounts before
reaching the virtual account.
N2
e University: Tuition fee accounts may be suspended due to their involvement in criminal activity.

% |In such cases, both the university and the student may be accused of legal issues.

3. Prohibition of third-party (acquaintance) tuition fee payment

e Tuition payments must be made using the personal payment method (bank account, credit card, digital wallet, etc.) of the
student or a reliable individual such as a legal guardian, immediate family member, or relative.

4. No disclosure of tuition fee payment information to third parties

e To avoid involvement in financial fraud, do not share your virtual account number, application number, student ID, date of
birth, or academic system login information with acquaintances (friends, seniors/juniors, coworkers, etc.) or private service
providers.

5. Prohibition on the use of unofficial or private financial institutions
(for payment, exchange, or remittance services)

e Tuition fee must be paid through authorized financial institutions by the student.
If foreign currency payment is required, it must be transferred through an official financial institution.

o If a student’s virtual account is found to have been used for voice phishing, tuition fee payment carried out by private or unofficial institutions will be deemed invalid,
and the student may be required to make an additional payment.

o Depending on the circumstances, you may be subject to penalties, including cancellation of registration or admission, non-refundable payments, or dismissal due to failure
to register.

e Using private currency exchanges, unofficial or private payment/remittance services, or websites claiming to “pay tuition fee at a discounted rate” carries a very high risk of
financial fraud.
In such cases, students may face civil, criminal, and disciplinary liability, regardless of their intention.

Seoul National University, December 2025



